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TO: DIRECTOR (via DDO) 


FROM: ADE 


BRIEFING NOTE 


SUBJECT: REQUEST FOR MODIFIED BLACKBERRY 


BACKGROUND: 

The Service’s Security policies outline that only those employees who require a prohibited or 
restricted device (such as a BlackBerry) inorder to perform their official duties will be considered 
for the issuance of a modified device. 


As part of ongoing cvaluation of business needs, ADE is seeking Director's approval for the 
issuance of a modified BlackBerry in order to better respond to operational requirements. 


DISCUSSION: 

Since September Ist, 2016, except for a select number of modified corporate BlackBerrys, 
corporate BlackBerrys and wireless devices have been prohibited by default within CSIS facilities 
pursuant to CSE’s updated Canadian SIGINT Security Standards (CSSS). Only employees that 
require a BlackBerry at all times to perform their official duties were issued a modified device, 
subject to approval from Director. 


Since September 2016, the office of the ADE has taken time to review and revisit the business 
need for carrying a modified device. It is upon this reflection that ADE has reconsidered the 
values of carrying a modified device and recognizes the benefits to be realized, especially as they 
relate to responding to operational urgencies as well as in relation to operating and collaborating 
with partner agencies and departments. 


ASSESSMENT: 
ADE’s role in enabling operations in a timely manner is compromised by not having access to a 
modified Service BlackBerry. Participation in the exercise 


reinforced ADE’s sentiment that a BlackBerry is a requirement of the position. For ADE to carry a 
modified BlackBerry häs become a necessity in order to provide timely responses to queries from 
other ADs and DDs, each of whom carries a modified BlackBerry. 


Additionally, ADE’s ongoing responsibilities related to both the and the 
see him engaging frequently with other government partners. Being more 
readily accessible will facilitate work and go towards further maturing relationships. 
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RECOMMENDATION: 
With the support of DDO, a modified BlackBerry should be issued to 
part of the performance of official duties. 
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Please find enclosed for your review and signature a letter to 
the Communications Security Establishment Commissioner 
Jean-Pierre Plouffe in response to his 2018 06 Ol letter on the 
DG, x topic of Bill C-59. 


Commissioner Plouffe has written a letter to propose the 
development of a protocol to facilitate effective 
communication, reviews and approvals between the future 
Intelligence Commissioner (IC), the Minister and CSIS. 
Commissioner Plouffe also stressed the importance of sharing 
specific information with the IC to ensure meaningful reviews. 
Please find a copy of the letter attached for your reference. 


In response, the attached letter informs Commissioner Plouffe 
that the Service is currently undertaking consultations with 
Public Safety Canada regarding the development of classes of 
Canadian datasets, as well as classes of acts and omissions that 
would otherwise be unlawful. Additionally, consultations are 
ongoing regarding the development of templates that will 
enable the sharing of specific information on both types of 
classes. The letter also makes a commitment to share a future 
version of the templates with Commissioner Plouffe. 


Note that PS and CSE were both consulted on this response, 
which mirrors CSE's letter to Commissioner Plouffe. A copy 
of CSF's letter is also enclosed. 
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Canadian Security Service canadien du 
Intelligence Service renseignement de sécurité 


Director - Directeur 


The Honourable Jean-Pierre Plouffe, C.D. 

Communications Security Establishment Commissioner abut 
Communications Security Establishment ade 10 2018 
P.O. Box 1474, Station B 

Ottawa, Ontario 

KIP 5P6 


Dear Mr. Plouffe: 


‘Thank you for your letter of June 1, 2018. offering your thoughts on certain 
activities of CSIS further to Bill C-59, and the anticipated interaction between the Service. the 
Minister. and the future Intelligence Commissioner UC). The Service also appreciated the letter 
your Executive Director sent to our Assistant Director, Policy and Strategic Partnerships on April 
10, 2018. OCSEC input is helpful, and raises issues CSIS will need to address as we move 
forward with the development of our new policies and business processes. 


We are continuing our consultations with Public Satety regarding the 
development of a submission whereby the Service will propose to the Minister classes of 
Canadian datasets, and classes of acts and omissions that would otherwise be unlawful. The 
Service is developing templates. outlining the classes and the rationale for their establishment. 
that will accompany its application to the Minister. á 


We will be consulting with Public Safety to seck their feedback on the templates: 
once we have a version that they are comfortable with. we will share it with you for your 
comments. It is our initial vision that these packages would serve both to allow the Minister ta 
make a determination with regard to the classes. and permit the IC to assess whether the 
determination of the Minister is reasonable. 

You mention in your letter that you are identifving areas where your statt may 


benetir from training trom CSIS. We would be pleased to share our knowledge and experience to 
further your stafl"s understanding of how the Service carries out its duties and functions. 
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We appreciate your engagement on C-59 implementation. und look forward to 
continuing to work with your office to develop sound processes that allow the Minister. 
the IC and the Service to effectively carry out their roles as established by the new 
legislation. 


Sincerely, 


This document constitutes a record which may be subject to mandatory exemption under the Loves to hijormation 
Act or the Privacy Act. The information or intelligence may also be protected by the provisions of the Camada 
Evidence Act Ihe information or intelligence must not be disclosed or used as evidence without prior consultauon 
with the Canadian Security Intelligence Service. 


Communications Security Commissaire du Centre de la 
Establishment Commissioner Ya Sécurité des télécommunications 


The Honourable Jean-Pierre Plouffe, CD U'honorable Jean-Pierre Plouffe, CD 
UNCLASSIFIED 
June 1,2018 
Mr. David Vigneault CSIS/SCRS 


Director of the Canadian Security Intelligence Service 
P.O, Box 9732, Station T 


Ottawa, Ontario JUN OS ¢ 

` KIG4G4 5 
3002 | 
Subject: Bill C-59 DIR 


Dear Mr, Vigneault: 


The purpose of this letter is to provide you with my initial thoughts in relation to certain 
activities of the Canadian Security Intelligence Service (CSIS) under the new provisions of the 
CSIS Act proposed by Bil} C-59, and how I envision the interaction between the future 
Intelligence Commissioner’s (IC) office and the Minister’s office on the one hand and, on the 
other, between the IC’s office and your organization. My objective is to facilitate a discussion 
between us, for the benefit of both organizations. Indeed, as the role of the IC is new, I felt that 
it was important for me to identify to you, early on, my initial views. 


Under those new provisions, the IC will be mandated to review and approve two types of 
determinations that the Minister of Public Safety will be asked ta make, i.e., (1) the designation 
of classes of Canadian datasets and (2) the designation of classes of acts and omissions that 
would otherwise constitute offences. The IC will also be playing the same role with respect to 
ministerial authorizations, unless this authority is delegated by the Minister to you as Director as 
is permitted by the bill, with respect to the retention of foreign datasets. Finally, the IC will also 
review authorizations issued by you as Director respecting the querying of a dataset in exigent 
circumstances. 


The IC will need to review the conclusions on the basis of which the determinations and 
authorizations referred to above will have been made, in order to decide whether he is satisfied 
that the Minister's, or your, conclusions are reasonable, and if so, to approve these authorizations 
and determinations. This is a quasi-judicial function that will require the IC to review all the 
information that was before the Minister, including the information that you will have presented 
to the Minister in your written application, or that will have been presented to you in the exigent 
circumstances application, This information will need to satisfy the IC that the statutory 
requirements and thresholds haye been met. We are currently working on defining the 
thresholds arid tests appearing in both the IC Act and the CSIS Act, from the IC’s perspective. 
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Based on my initial assessment of the applicable provisions in the proposed IC Act and the 
modified CSIS Act, I am of the view that, in order for the IC to be able to play the significant 
role as I believe was intended by Parliament, the scope of the applications presented to the 
Minister, and, in at least one instance, to you, will have to allow for a meaningful review to take 
place, in that the revicw process would not lend itself easily to authorizations or determinations 
that are the result of applications that are too thematic, generic or general, or not supported by 
the information presented to the decision-maker. The same argument applies to ministerial 
determinations that would be too thematic, generic or general. 


With respect to the IC’s office interactions with ministers’ offices, in the context of the latter 
providing the IC with all of the information on which the ministers based a decision to authorize 
an activity, I believe a clear protocol should be developed. Internal rules of procedure might be 
drafted in that regard, and shared with you and the Minister's office for consultation purposes. 
My approach is to ensure that we develop the most effective review and approval process 
possible. I recognize the challenges of putting in place a process that docs not hamper the ability 
of CSIS to perform its legislated duties and functions in a timely manner, while at the same time 
ensures that Parliament's intention to have meaningful quasi-judicial oversight is respected. 


Finally, we are also identifying areas where the staff of the IC’s office may benefit from training 
from CSIS. We will share the results of this exercise with your officials for their comments. 


I know that our officials have had some discussions already and more are planned. I encourage 
this ongoing dialoguc to ensure that the process set out in the relevant proposed Acts is as 
effective and efficient as possible. 


Sincerely, 


Jean-Pierre Plouffe 
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Comments / Commentaires 


Please find enclosed copies of briefing materials and key 
Messages on 

for your discussion with the National Security and 
Intelligence Advisor on 2018 08 01, 


In addition to the enclosed, please note that the Service is < 
actively engaged with PCO Democratic Institutions 
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